
The University of Tennessee 

Information Technology Policy (ITP) 

Preamble 
 

The policy for Use of Information Technology Resources at the University of Tennessee 
(UT) (Section 135, Part 01, of UT’s Fiscal Policy Manual) regulates use of the 
University's information technology (IT) resources within an atmosphere that encourages 
free exchange of ideas and an unwavering commitment to academic freedom.  By 
adopting this Policy, the University of Tennessee recognizes that all members of the 
University community are bound by local, state, and federal laws relating to copyrights, 
privacy, security, and other statutes regarding electronic media.  

This document implements the general principles established by Fiscal Policy Section135 
regarding appropriate use of equipment, software, and networks. The ITP recognizes the 
responsibility of faculty and system administrators to take a leadership role in 
implementing and ensuring that the University community honors Fiscal Policy 
Section135. To the extent this ITP is inconsistent with Fiscal Policy Section135, the 
Policy will supercede the ITP. 

Connection to the UT network is a privilege based on adherence to the IT Policy, which 
has been approved by the IT Executive Council.  If abuses are detected, network 
connection may be suspended by the Office of Information Technology (OIT).  
Connection will be reestablished when the infraction is corrected.  Appeals may be 
directed to the chair of the IT Executive Council, the Vice President of Research and 
Information Technology. 

These sections discuss responsibilities and obligations of those who use information 
technology at The University of Tennessee:  

�� Purpose  
�� Scope  
�� Responsibilities  
�� System & Network Administrator Responsibilities  
�� User Responsibilities & Compliance  
�� Violations  
�� Reporting Security Incidents / Infractions  
�� Related Documents  
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The University of Tennessee 

Information Technology Policy (ITP) 

Purpose 

 
The purpose of this document, Information Technology Policy (ITP), is to implement 
UT's Use of Information Technology Resources Policy (Section 135, Part 01, of UT's 
Fiscal Policy Manual). 

The university community is based on principles of honesty, academic integrity, respect 
for others, and respect for others' privacy and property.  The University of Tennessee 
seeks to:  

�� protect the confidentiality of data and privacy of its users, to the extent allowed 
under state law, including the Tennessee Public Records Act;  

�� safeguard the integrity of data and IT resources;  
�� maintain availability of IT resources within a reasonable time frame;  
�� preserve UT policies regarding harassment and the safety of individuals;  
�� minimize University liability from community use of IT resources;  
�� appropriately respond to claims of infringement of electronically posted copies of 

copyrighted materials; and ensure that the use of electronic communications 
complies with the provisions of the Policy; 

�� ensure the free exchange of ideas and support academic freedom. 

. 
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The University of Tennessee 

Information Technology Policy (ITP) 

Scope 
 
 
The Office of Information Technology (OIT) is responsible for the creation and 
implementation of a robust, cost-effective information infrastructure in which authorized 
users can create and share intellectual and administrative information.  OIT has the 
authority to set and enforce guidelines for the information technology environment, 
including both current and future technologies, and to resolve associated problems for the 
units. The principles described in this document apply to all University of Tennessee 
computing and networking facilities that are provided for use by these users for 
legitimate purposes relating to education, research, administration, and outreach activities 
of the University. These principles do not apply to open access to library materials 
available to the general public, which are addressed in The University of Tennessee, 
Knoxville Libraries' "Internet Access Policy."  
 
The term, "UT IT resources," addressed in this document is defined but not limited to any 
computers, computer systems, networks (including telecommunications equipment, e.g., 
routers, switches), or other devices that are owned by UT. All devices connected to the 
UT network that are not owned by UT are expected to follow the principles in this ITP. 
UT IT data resources include all electronic information, institutional data, documents, 
messages, programs or system software, or configuration files that are stored, executed, 
or transmitted via University computers, networks, or other information systems.  
Employee electronic mail may be a public record and may be open to public inspection 
under the Tennessee Open Records Act.   
 
The University respects encryption rights on its networks and may itself encrypt 
information and transactions.  When encryption is performed in the official capacity of a 
UT staff member’s job, he or she is required to escrow the encryption key with the 
Treasurer’s Office. 
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The University of Tennessee 

Information Technology Policy (ITP) 

Responsibilities 

 
Each departmental unit is responsible for security on their systems and networks and may 
apply more stringent security policies than those detailed herein while connected to UT 
IT resources; however, they must follow these principles as a minimum or risk losing 
connectivity to UT networks. 

The central directory is the primary authoritative source for authentication and 
authorization of access to information on individuals associated with the University.  All 
applications requiring authentication and authorization of information should, whenever 
technically possible, obtain said information from the central directory. 

OIT is responsible for identifying an Information Security Officer who will coordinate 
and facilitate the Information Security Program with collaboration from the Faculty 
Security Policy Advisory Committee. This program will include but not be limited to the 
following:  

1. Development and implementation of information security policies, standards, 
controls, procedures, and practices as defined in UT Fiscal Policy Section 135, Part 
01; Use of Information Technology Resources in order to protect UT IT resources.  

2. Development of a Security Awareness and Training Program for users, system 
administrators, and designated security officers.  

3. Establishment of a central repository for recording, tracking, and resolving security-
related incidents through collaboration with responsible organizations.  

4. Recommendations for cost-effective security solutions for unit / departmental 
systems, network administrators, and designated security officers.  

5. Establishment of UT's Best Practices Guidelines for Information Technology 
Resource Use to include but not limited to:  

�� User accountability requirements, e.g., user identification and authentication, 
account administration, and password integrity;  

�� Public access restrictions and limitations;  
�� Authorized access;  
�� System and data integrity;  
�� Auditing;  
�� File backup and recovery;  
�� Disaster recovery;  
�� Malicious code protection;  
�� Configuration security;  
�� Guest account guidelines;  
�� Unattended equipment; and Incident reporting and response. 
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The University of Tennessee 

Information Technology Policy (ITP) 

System & Network Administrator Responsibilities 
 
 
System and network administrators are responsible for ensuring appropriate security is 
enabled and enforced in order to protect the UT network to which it is connected. 
 
System and network administrator privileges on UT IT resources confer substantial 
authority as well as responsibility to all other connected systems and networks. When an 
incident is reported or discovered, the system administrator will be contacted in order to 
resolve the situation. In an emergency situation, the OIT Information Security Officer or 
his designate may direct that systems, through which intrusions are detected, be 
disconnected from all other UT IT resources in order to isolate the intrusion and protect 
other systems connected to the network until assurance can be made that the problem has 
been adequately resolved and will not recur. 
 
System and network administrators are responsible for the implementation of appropriate 
technical security on their computer systems. They must make every effort to remain 
familiar with the changing security technology that relates to their system and continually 
analyze technical vulnerabilities and their resulting security implications. Stored 
authentication data (e.g., password files, encryption keys, certificates, personal 
identification numbers, access codes) must be appropriately protected with access 
controls, encryption, shadowing, etc. - e.g., password files must not be world-readable.  
 
OIT is the official provider of wireless infrastructure on the campus.  In order to 
guarantee a robust and secure network, OIT must have a degree of control over the 
frequency spectrum of devices used.  Depending on the environment, the chance of 
interference between a campus’ 802.11b wireless network and other licensed or 
unlicensed devices in the 2.4 GHz ISM band may run from remote to probable.  It is the 
responsibility of users of the wireless network to comply with the OIT “Guidelines for 
the Use of the 2.4 and 5 GHz Radio Frequency”. 
 
The FCC has established the 5 GHz U-NII band specifically for public and community 
use.  The emerging 802.11a specification is designed to operate in the U-NII low and mid 
bands free from interference.  In design and installation of the campus’ wireless network, 
UT shall provide the infrastructure required for deployment of the emerging 802.11a and 
transition to this standard when costs drop or conflicts arise. 
 
System and network administrators or designated security officers may supplement this 
document with unit-specific and/or more stringent guidelines for their users but cannot 
lessen these principles. System and network administrators and designated security 
officers are encouraged to become trained and certified through OIT's First Responder 
program; however, equivalent prior training and experience may be sufficient. 
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System and network administrators shall perform their duties fairly, in cooperation with 
the user community, the University administration, and in accordance with University 
policies. System and network administrators shall respect the privacy of users unless 
investigating reports of abuse of privileges and shall refer all substantiated violations to 
the appropriate authority (e.g., UT Police Department, Student Judicial Affairs, Human 
Resources) for disciplinary action.  For all incidents suspected to involve illegal activity, 
the campus police department will be notified.  Limited protection against liability is 
provided to state employees, including employees of The University of Tennessee, by 
State law, Tenn. Code ann. § 9-8-307(h).  Specific information is available in the 
Statement on University Employee Protections Against Liability Issued by the Office of 
the Vice President and General Counsel of The University of Tennessee. 
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The University of Tennessee 

Information Technology Policy (ITP) 

User Responsibilities 

 
While the University recognizes the role of privacy in an institution of higher learning 
and every attempt will be made to honor that ideal, there should be no expectation of 
privacy of information stored on or sent through University-owned information systems 
and communications infrastructure (except for research and certain other protected 
records that have been declared confidential by the President of the University and 
approved by the State Attorney General). 
 
All users are expected to act in a responsible, ethical, and legal manner with the 
understanding that UT IT resources are used in a public forum. Users should respect the 
rights of others (especially rights of privacy and confidentiality), freedom of expression, 
intellectual property rights, law, and due process. 

All users must comply with established standards, policies and procedures for electronic 
mass communication and advertising in the tennessee.edu,utk.edu, utmem.edu, or 
utsi.edu domains.  Users are referred to the following documents for detailed information: 
Commercial Advertising on the UT Web (proposed); “Authority and Procedures on 
Using Electronic Communications for Large-Scale Notifications and Distribution of 
Information” (proposed); “OIT Policy on Chain Letters”; “OIT Policy on Spam.” 

Users are required to follow the established guidelines and procedures described in these 
principles. Although system administrators and designated security officers strive to 
provide and preserve the security and integrity of files, account numbers, authorization 
codes, and passwords, security can be breached through actions or causes beyond their 
reasonable control. Therefore, users are urged to safeguard their data, personal 
information, passwords, and authorization codes by taking full advantage of file security 
mechanisms built into the computer's operating system. 

Computer Viruses 

Malicious computer code includes, but is not limited to, computer viruses, Trojans, 
worms, and hoaxes.  Although these are technically distinct forms of code, they are still 
commonly referred to as viruses. 
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Computer viruses present a threat to UT’s computing and networking environment.  A 
virus infection may manifest itself in the loss of data, disruption of computer and server 
software applications, compromises to the security of the network and connected 
computers, disruption of network services, and lost faculty, staff, and student 
productivity. 
 
Because of the nature in which viruses propagate themselves within a networked 
computing environment, all UT users have the responsibility to take precautions to 
prevent the initial occurrence and subsequent spreading of a computer virus.  All 
members of the UT computing community are put at risk without responsible use 
practices being exercised by each individual member of the community.  
 
Network connected devices must utilize university approved anti-virus software. 
 
To lessen the threat of computer viruses within the UT environment all faculty, staff, and 
students must adhere to the following practices: 
 

1. A University owned computer is required to have a University approved anti-
virus software package installed and running.  

2. Real time protection (background scanning) should be activated if the computer is 
attached to the UT network.  Full disk scans are to be performed at a minimum of 
once a week if real time protection is activated. 

3. If real time protection is not activated, full disk scans are to be performed once a 
day. 

4. Software virus definitions must be updated and kept current at all times. 

Users granted root access to systems are also responsible for following the principles for 
system administrators delineated above. 
 
User accountability is established through the assignment of a unique user account name 
(ID) and protected with some form of authentication (e.g., a password). Users are 
required to protect their account and not share it with others for their use, nor utilize 
another user's account for any reason. Since passwords are typically the first line of 
defense to UT IT resources, users should choose passwords carefully and must comply 
with UT password guidelines for effective password protection. Users are responsible for 
any electronic messages that are transmitted from their accounts.  

Compliance 
 
The University does not routinely examine the content of a user's account space; 
however, it reserves the right to investigate the use of that account and inspect the 
account contents when deemed necessary. 
 
The University reserves the right to establish procedures designed to protect authorized 
users from the effects of abuse or negligence by limiting, restricting, or terminating use of 
UT IT resources; or by inspecting, copying, removing, or altering any data, file, or 
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system resource which might be reasonably construed as undermining authorized use. 
 
System administrators or designated security officers will ensure that user authentication 
is required before access to any restricted UT IT resource is granted. All users of UT IT 
resources agree to the following rules and responsibilities: 
 
(a) No one shall knowingly or willingly interfere with the security mechanisms or 
integrity of UT IT resources. Users shall not attempt to circumvent data protection 
schemes or exploit security loopholes.  
 
(b) No one shall knowingly create, install, execute, or distribute any malicious code (e.g., 
virus, Trojan Horse, worm) or another surreptitiously destructive program on any UT IT 
resource, regardless of the result.  
 
(c) No one shall interfere with the intended use of UT IT resources. All users shall share 
computing resources (e.g., bandwidth) in an ethical and fair manner and not unduly 
interfere with use by other authorized users.  
 
(d) No one shall use UT IT resources to attempt unauthorized use, or interfere with the 
legitimate use by authorized users, of other computers or networks elsewhere- users are 
responsible for adhering to the policies and principles of such networks. UT cannot and 
will not extend any protection to users who violate external network policies. Abuse of 
networks or computers at other sites through the use of UT IT resources will be treated as 
an abuse of UT IT resource privileges. 
 
(e) No one shall use UT IT resources for individual financial or commercial gain; use of 
these resources, except for authorized University business, is prohibited. 
 
(f) No one shall perform, participate, encourage, or conceal any unauthorized use or 
attempts of unauthorized use of UT IT resources. 
 
(g) No one shall use a system attached to UT resources to capture data packets (e.g., 
"sniffer") except for authorized or other official University business.  
 
(h) No one shall use UT IT resources to transmit abusive, threatening, or harassing 
material, chain letters, spam, or communications prohibited by state or federal laws.  
 
(i) No one shall launch denial of service attacks against other users, systems, or networks.  
 
(j) No one shall abuse the policies of any newsgroups, mailing lists, and other public 
forums through which they participate from a University account. 
 
(k) No one shall connect any computer or network system to any of UT's networks (e.g., 
direct connection, direct dial-in access) without employing reasonable technical and 
security standards - which, at a minimum, requires user identification and authentication. 
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(l) No one shall misrepresent his or her identity or relationship to the University for the 
purpose of accessing or attempting unauthorized access to UT IT resources nor 
misrepresent his or her identity to other networks (e.g., IP address "spoofing") from UT 
IT resources. 
 
(m) No user shall access (e.g., read, write, modify, delete, copy, move) another user's 
files or electronic mail without the owner's permission regardless of whether the 
operating system allows this access to occur. 
 
(n) No one shall use UT IT resources in violation of applicable patent protection and 
authorizations, copyrights, license agreements, other contracts, state or federal laws, or by 
University rules or regulations. 
 
(o) No one shall modify or reconfigure the software, data, or hardware of any UT IT 
resource (e.g., system/network administration, internal audit) without appropriate 
authorization or permission. 
 
(p) No one shall place confidential information in computers without appropriately 
protecting it. The University cannot guarantee the privacy of files, electronic mail, or 
other information stored or transmitted on UT IT resources. 
 
(q) No one shall compromise the privacy of others or the confidentiality of the 
information contained on UT IT resources. 
 
(r) No one shall make nor attempt to make any unauthorized connection to the UT 
network. 
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Violations 
 
 
Abuse of UT policies or standards, abuse of UT IT resources, or abuse of other sites 
through the use of UT IT resources may result in termination of access, disciplinary 
review, expulsion, termination of employment, legal action, and/or other appropriate 
disciplinary action. Notification will be made to the appropriate UT office, e.g., Human 
Resources, Student Judicial Affairs, Dean of Students, General Counsel, UT Police 
Department, or local and federal law enforcement agencies. 
 
System administrators and designated security officers will, when necessary, work with 
other University offices such as the Dean of Students, UT Police Department, schools' 
and colleges' disciplinary councils, the General Counsel, Human Resources, and others in 
the resolution of security incidents.  
 
The OIT Information Security Officer or his designate will follow standard procedures, 
as established in the Incident Response Procedure Guide, for isolating and/or 
disconnecting systems from the network while assessing any suspected or reported 
security incident in order to minimize risk to the rest of the UT network. In the event of a 
legal investigation, the University reserves the right to isolate the system and "lock it 
down" to preserve evidence during investigation by law enforcement agencies. 
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Reporting Security Incidents & Infractions 
 
 
Users are expected to report any information concerning instances in which they suspect 
or have evidence that the above principles have been or are being violated. 
 
If at any time a user receives an electronic communiqué that places the user in peril or 
leads the user to believe that a criminal act may be pending, the user should immediately 
report the matter to campus or local authorities. 
 
Reports about suspected violations of these principles should be directed to: 
abuse@utk.edu, abuse@utmem.edu, or abuse@utsi.edu as appropriate for customer 
relations regarding inappropriate public behavior and  security@utk.edu, 
security@utmem.edu, security@utsi.edu as appropriate for network operations or 
infrastructure. Receipt of incident reports will be acknowledged and investigated in a 
timely manner. 
 
When a complaint of possible system or account misuse is reported to the University, the 
validity of the incident will be investigated per standard operating procedures (UT & 
UWA Personnel Procedure, Section 500, Procedure 525 and OIT Incident Response 
Procedure). Any incidents that appear to be valid are forwarded to the appropriate UT 
office with all supporting documentation or evidence gathered for investigation and 
resolution. 
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Related Documents 

1. Being a Good Citizen of the UTK Net Community 
http://notes.utk.edu/DII/GoodCit.nsf. 

2. Digital Millennium Copyright Act (DMCA) 
http://www.educause.edu/issues/dmca.html.  

3. OIT Policy on Chain Letters 
http://oit.utk.edu/faq/chainltr.html.  

4. OIT Policy on Spam 
http://oit.utk.edu/faq/spam.html.  

5. Disciplinary Actions - Security of Computer Files, UT Personnel Procedure, 
Section 500, Proc. 525-PrB1, 7/1/86.  

6. Internet Access Policy, University of Tennessee, Knoxville Libraries, September 
29, 1999 
http://www.lib.utk.edu/~plan/inetpol.html.  

7. Software Copyright Compliance and License Agreements, Section 135, Part 02 of 
University Fiscal Policy 
http://admin.tennessee.edu/acs/5135-02.htm.  

8. University Work Rules, Rule 9 of the Personnel Policy Section 500, Policy 580 
http://uthr.admin.utk.edu/.  

9. Use of Information Technology Resources, Section 135, Part 01 of University 
Fiscal Policy 
http://admin.tennessee.edu/acs/5135-01.htm 

10. Guidelines for the Use of the 2.4 and 5 GHz Radio Frequency 
http://oit.utk.edu/itp/rfguidelines.html 

11.  Statement on University Employee Protections Against Liability issued by the 
Office of the Vice President and General Counsel, The University of Tennessee  
http://toltec.lib.utk.edu/~geo/ 
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