TO:

Professor Lou Gross,



President UTK Faculty Senate

CC:

Loren Crabtree, Chancellor

FROM:
Brice Bible, Interim CIO
DATE:

July 14, 2006

SUBJECT:
Response to Jesse Poore Memorandum

Below please find my response to the memorandum from Professor Poore pertaining to the recent information security incident on the Institute of Agriculture Campus. Professor Poore’s comments were well written and right on target as I would expect from an expert with his credentials. As you also know, several of his comments address issues beyond my control and could be better addressed by others. Finally, I am willing to explain this information in more detail at your convenience. 
Professor Poore:

“It was with dismay that I read my personal letter about being among the 30,000 UT employees whose identity data was compromised. It is difficult to imagine a more banal notification of something this critical. The story is not about a hacker selling movies; nor is it simply about an OIT security failure. The story is about an administrator who did not protect the data with which he was entrusted. I urge serious consideration and handling of this matter.”
Response:

The notification letter was intended to focus on recommended actions instead of the technical details of the hacker event. The toll free phone line and other communication methods were intended to provide additional detail as desired by the employees. Secondly, this was not an OIT security failure. In fact, it was the OIT security practices that identified this departmental issue.  Finally, Jesse is correct in stating this was a departmental administrative error and the university is committed to developing more secure methods for processing, storing, and transmitting sensitive information. 

Professor Poore:

“There is too little comfort in the opinion that no evidence of data misuse has been identified. Since the data was vulnerable for months, numerous copies could have been transferred to many different locations, with the easy-to-follow trails scrubbed clean. If the data file ultimately makes its way into the criminal network, it could be months or years before the losses begin to occur. Make no mistake about it: our identity data has been seriously compromised for years to come.”
Response:

These statements are a little too strong based on what is known about the “format” of the data in question. The non-IA SSN information had been deleted from the databases on the Institute for Agriculture campus server but residual data remained. An option in MS-SQL allows databases to increase in size automatically as new records are added. This frees a database administrator from constantly having to increase the allocated size of a database. Because of this, stale data remains in the allocated space that the database uses unless specific database maintenance functions are performed. The deleted data, in this case SSN information, is not viewable or retrievable in MS-SQL unless it is backed up and able to be restored. The deleted data was only viewable and retrievable (not in its original format) at the operating system level. The databases were not encrypted on the server making viewing deleted data possible. Therefore, it was not in an “easily retrievable” form.
Professor Poore:
“Remove all sensitive data from the networks immediately. Obviously, sensitive data has been put onto the networks prior to the establishment of proper human and technical controls. At this moment, no one can vouch for the security of any of our sensitive data.”
Response:

Although an admirable goal, it is not realist to remove all sensitive data from the university networks. However, the use of sensitive data outside the primary University data systems (namely IRIS and the SIS) could be better managed. In fact, UTK has made tremendous strides over the past three years toward eliminating the secondary use of SSNs for students. In addition, the primary systems mentioned above are extremely well protected and the University can vouch for the security of this information. The issue at hand is eliminating the use of sensitive information in all secondary systems across campus, including desktops used by staff for academic services. The university should work harder to eliminate and/or protect sensitive data in this regard.
Professor Poore:
“OIT does not have the authority necessary to operate secure systems. The present organizational structure and assignment of responsibilities undermine secure data operations. Furthermore, university officials do not acknowledge responsibility for data entrusted to them and have the ability to by-pass security policy. Fix this.”
Response:

This is largely correct. In this particular case, OIT did not have authority to insure the systems were secure.  However, a set of university policies are currently under review by university officials which, once approved, would establish expectations and standards for protection of all information by all units.  
Professor Poore:
“Identify the parties responsible for transfer of this data from its secure home base. Of course, the data in question should have been on the secure primary site and secure backup sites only, not on an open system on the agricultural campus. Learn whether the transfer was authorized or pilfered. Deal with the findings.”
Response:

The transfer of information from the secure primary site by the Agricultural campus was for appropriate purposes by authorized individuals. With approval from university administration, we have begun a statewide investigation into all uses of this information with the objective of eliminating secondary use of sensitive data. This will require a “Y2K” type effort, but it is appropriate and necessary. 
Professor Poore:
The university should not be content with the current situation regarding sensitive data.
Response:

All are in agreement with this point.
